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Abstract: Cities are characterized as smart when they prioritize and develop ways to link technology, 
infrastructure, knowledge, and policies to improve the quality of life of citizens. In addition, 
technological application alone is not capable of making a city smart, people must be able to adapt and 
interact with technologies, as well as it is essential that the large volume of data generated by different 
devices, in real-time, called Big Data, are analyzed and interpreted, transforming them into interpretable 
information. In this context, this study aims to identify data analysis in the context of healthcare, as one 
of the domains of Smart Cities. For this, a bibliographic review was carried out, using the Methodi 
Ordinatio methodology, resulting in a portfolio of articles with scientific relevance, which was the source 
of data collection and analysis. Thus, the results obtained demonstrate that the most studied 
technologies in this context seek to analyze data with Big Data Analytics techniques, encompassing 
Artificial Intelligence and Machine Learning, which analyze data generated by "devices" in which 
Electronic Health Records are collected, and "sensors" often associated with the Internet of Things. 
However, some challenges were found, highlighting the need for data security and privacy, with 
Blockchain technology being mentioned several times as a possible solution, thus, by combining digital 
technologies and data analysis techniques, an approximation is obtained. real of smart city concept. 
 
Keywords: Data Analysis. Big Data. Big Data Analysis. Healthcare. Health. Smart Cities. Technologies. 
Citizens. Machine Learning. Electronic Health. 
 
Resumo: As cidades são caracterizadas como inteligentes quando priorizam e desenvolvem formas de 
relacionar tecnologia, infraestrutura, conhecimentos e políticas a fim de melhorar a qualidade de vida 
dos cidadãos. Além disso, somente a aplicação tecnológica não é capaz de tornar uma cidade 
inteligente, é necessário que as pessoas sejam capazes de adotar e interagir com as tecnologias, bem 
como, é imprescindível que o grande volume de dados gerados por diversos dispositivos, em tempo 
real, denominado de Big Data, sejam analisados e interpretados, transformando-os em informações 
interpretáveis. Nesse contexto, o presente estudo visa identificar o data analysis no contexto do 
healthcare, sendo um dos domínios das Smart Cities. Para isso, foi realizada uma revisão sistemática de 
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literatura, por meio da metodologia Methodi Ordinatio, resultando em um portfólio de artigos com 
relevância científica, o qual foi fonte da coleta e análise de dados. Assim, os resultados obtidos 
demonstram que as tecnologias mais estudadas nesse contexto, buscam analisar os dados com técnicas 
de Big Data Analytics, englobando a Inteligência Artificial e Machine Learning, que analisam dados 
gerados por “devices” em que os Eletronic Health Records são coletados, e "sensors", muitas vezes 
associados a Internet of Things. Entretanto, alguns desafios foram encontrados, destacando-se a 
necessidade de segurança e privacidade de dados, sendo a tecnologia Blockchain mencionada várias 
vezes como uma solução possível, dessa forma, ao aliar tecnologias digitais e técnicas de análise de 
dados, obtém-se uma aproximação real do conceito de cidade inteligente. 
 
Palavras-Chave: Data Analysis. Big Data. Big Data Analysis. Healthcare. Health. Smart Cities. 
Technologies. Cidadãos. Machine Learning. Electronic Health. 

 

1 Introduction 

 
The world is undergoing an intense technological revolution, directly affecting cities and the 

way they are organized. Thus, questions arise such as which advances allow to improve people's quality 

of life and how technology can collaborate in this process (UNESCO, 2011; Li et al., 2019).  

In this article, the subjects Smart Cities, Big data, Data Analysis and Healthcare are addressed, 

highlighting some important elements to understand how Smart Cities are characterized and how they 

can face the different challenges to meet demographic changes, as well as the needs of citizens. 

Discussions about what the cities of the future will be like are increasingly frequent and the 

literature has advanced on the subject, given a large number of publications in recent years (Bibri & 

Krogstie, 2017). In this context, it is important to identify how cities are characterized, and what 

requirements make them smart. It is considered a smart city, one that offers an adequate physical and 

technological infrastructure. However, the technological aspect is not enough to define a Smart City. 

Thus, cities can be characterized as intelligent when they prioritize and develop ways to relate 

technology, infrastructure, knowledge, development policies, and people. 

The Smart Cities management process involves the use of data and information generated by 

users (Wu, 2020). With this, the citizens of these cities are benefited when there is a combination of 

physical and technological structures, public policies, as well as the offer of products and services by 

private companies, all connected in favor of meeting human needs.  

It can be seen, therefore, that Smart Cities are great information generators, in a complex chain 

of technological infrastructure and algorithms, which use data and information that, when considered 

in the process of implementing public policies, translate into intelligent management of the various 

urban resources (König, 2021). In this scenario, it is essential that public managers and users, who use 

the data collected by the different mechanisms of capture, can interpret the information properly.  

http://www.revistaexacta.org.br/
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Big Data plays a fundamental role in capturing data, storing a large volume of elements resulting 

from interactions that take place in Smart Cities environments (Karimi et al., 2021). This process is 

essential to feed the system, generating information that helps decision-making and the 

implementation of actions to improve the services provided. 

However, Big Data needs mechanisms that help its manipulation, management, and 

interpretation (Huang et al., 2021). The biggest challenge is not building technological structures and 

collecting data, but using it efficiently and effectively. This is where data analytics becomes essential. 

From the Big Data Analysis (BDA) it is possible to identify patterns of behavior, consumption, and other 

social habits, resulting in information that can be interpreted (Zeng et al., 2020). 

In this process, the health sector is an important pillar to develop intelligent urban environments 

that are capable of improving people's quality of life. As noted in the literature, it is expected that in the 

coming years the elderly population will be larger (Pérez & Salvachúa, 2021). This significant portion of 

the global population will demand services in several areas, including the health area. Thus, planners 

and decision-makers in urban spaces need to consider these changes to propose strategies aimed at 

dealing with the new conditions of society. 

Thus, it is observed that medical assistance and health care will have growing demand, putting 

pressure on the sectors involved to increase their capacity to adequately serve this population. Thus, 

BDA can be used to assist the implementation and administration of Healthcare. 

In short, the health axis is a fundamental vector for the development of Smart Cities and 

presents a growing trend. Although several techniques and technologies allow keeping the database 

updated and with important information, contributing to decision making, strategies will be increasingly 

needed to deal with the amounts of data generated by different devices, to make the decision faster 

and more assertive decision-making, enabling the fulfillment of one of the Smart Cities objectives, which 

is to promote an improvement in the quality of life of citizens. 

Therefore, implementing strategies that meet people's needs, involving citizens together with 

systems that constantly generate large amounts of data, resulting in more assertive public policies, 

translates into one of the challenges in the Smart Cities Healthcare sector.  

Thus, to address or minimize the challenge addressed, this study aims to identify the 

technologies, techniques, and tools for Data Analysis, used in the context of Smart Cities, in the 

Healthcare area. The coordinated interaction between these technologies, techniques, and tools helps 

to manage the large volume of data, thus allowing them to be transformed into information that can be 

interpreted, making the decision-making process more assertive and with greater speed executed. 

2 Theoretical Review 

2.1 Smart Cities 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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With the increase in population and its concentration in urban areas, it became necessary to 

plan cities that allow meeting human needs and, at the same time, rationalize the use of natural 

resources. In the current scenario, the infrastructure of a city remains important, however, social 

expectations regarding cities have changed over time. Today, people are looking for quality of life, 

mobility, connectivity, information, and communication technologies that can make life easier in 

society, as well as performing tasks (Capdevila & Zarlenga, 2015). 

It is in this context that the Smart Cities concept emerged, gaining more and more importance 

in the city planning process. For Neirotti et al. (2014), the main approaches to defining a Smart City are: 

how cities are guided to achieve their optimization goals, and their domains, which are considered 

important axes for the development of this model of cities. Literature characterizes Smart Cities by the 

wide use of Information and Communication Technology (ICT), as well as by the infrastructure offered 

by the city (Caragliu et al., 2013). For these authors, for a city to be intelligent, it is not enough to have 

only adequate infrastructure. 

According to Caragliu et al. (2013), a city can be considered smart when there are investments 

that consider and involve the citizen in an interaction framework, in an interface capable of generating 

the well-being of society, as well as a planned infrastructure to drive sustainable growth. Thus, the 

objective of smart cities is to raise the quality of life of people, using technological solutions that reduce 

the impacts of human concentration, facilitating the daily lives of society. 

For Neirotti et al. (2014), domains can influence the way Smart Cities develop. The authors 

identify how the classical literature approaches the domains, dividing them into two areas, namely: hard 

and soft. In the case of hard, consider the following factors: energy networks; Street lighting; natural 

resources and water; Waste Management; environment; transport, mobility, and logistics; office and 

residential buildings; medical care and public safety. About soft, they list the following factors: education 

and culture; social assistance and welfare; public administration and economy. 

Thus, it is highlighted that it is not only ICTs that characterize the intelligence of cities, there 

must be environmental protection, optimization of economic resources, as well as policies that consider 

social factors in the process of developing cities (Caragliu et al., 2013). Therefore, technology is used to 

connect and integrate the various domains in urban regions, providing an interface between people, 

organizations, and public administration. In this sense, cities can be characterized as intelligent when 

they prioritize and develop ways to relate technology, infrastructure, knowledge, and policies that are 

capable of improving people's lives. 

2.2 Data analysis 
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According to Manogaran and Lopez (2018), Big Data is a large volume of data from different 

sources, such as social networks, sensors, and other devices, which capture user data. These data 

sources can be classified as being heterogeneous, autonomous, and with distributed and decentralized 

controls (Wu et al., 2014; Zhang et al., 2014). On the other hand, Big Data can be classified as structured, 

semi-structured, and unstructured (Hu et al., 2014; Jee & Kim, 2013), is generated quickly and in large 

volumes. They are often scattered across the network and hardly ever integrated with real-time access. 

It is necessary to highlight that Big Data needs tools that can process its data, generating 

information that can be interpreted. In this sense, Data Analysis techniques and technologies become 

fundamental, as they allow data and information to be interpreted and become relevant to users (Hu 

et al., 2014). In short, Data Analysis is a way to analyze and interpret data about a particular group. 

For Sun et al. (2014), in the field of data management and information processing, many efforts 

have been undertaken. In the case of data collection, software and technologies are generally used to 

store the data, generating indicators that help in decision making, whether in the public or private 

sector. For Minelli et al. (2013), the development of less costly methods, which are reliable and useful 

for Big Data users, in the analysis processes, is essential. According to Davenport and Harris (2007), the 

private sector uses data analysis systems to generate insights for different areas of companies, being an 

important strategy for organizations to generate value through understanding and meeting the needs 

of customers. This same business concept becomes fundamental for the development of Smart Cities. 

The structuring of data and information requires greater instrumentation, promoting the 

greater organization of information (Kauffmann et al., 2019). Chen et al. (2012) affirm that the themes 

of Business Intelligence and Big Data Analytics are associated. Thus, due to the similarity of concepts, it 

can be concluded that Data Analysis is a process of interpreting the data collected by the different 

interaction systems, being useful for the public and private sectors. 

In this sense, Data Analytics represents the analysis of data captured in Big Data, which has been 

a recurrent theme in academic research around the world. The ability to capture, analyze and generate 

value from extracted data is increasingly valued in different sectors (Sanders, 2016). In short, Data 

Analysis is an important tool to develop and understand smart cities, as the data, when interpreted, 

helps to detect patterns about the analyzed public. Data Analysis allows public policymakers and 

companies to offer better services to society, as well as transform cities into smarter cities (Fox & 

Hendler, 2011). In this way, the indicators and information collected by Big Data can be interpreted in 

the Data Analysis process, improving the ability to understand the data and, consequently, on certain 

subjects. 

According to Wasim et al. (2019), today's Big Data era is based on data processing; the 

application of information; Data Warehouse decision support models, data mining, and the Big Data 

era. Regarding Data Analysis, in general, it follows the following logical sequence: processing, 

https://creativecommons.org/licenses/by-nc-sa/4.0/
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organization, analysis, development of algorithms, observation, and decision-making. This process 

allows, after analyzing the data, the Data Analysis user can conclude on the subject under study and 

make better decisions. Smart Cities are beginning to take ownership of data analysis systems to improve 

the process of managing the interfaces between different technological systems. 

The healthcare area has one of the largest data sets, as well as rapid growth in demand for these 

services (Kambatla et al., 2014). Thus, techniques and tools must be applied in this context, to turn a 

large amount of raw data into relevant information. 

According to Herland et al. (2014), in the field of healthcare, computational power has reached 

the ability to deal with Big Data through efficient algorithms, as well as with advances in hardware, 

allowing for the “mining” of data in large volumes, speed, variety, veracity and value of the data 

generated by Health Informatics. Therefore, to improve the Smart Cities management process, and 

specifically in the Healthcare field, public managers and users who use the data collected by the 

different collection mechanisms must be able to interpret the information properly. Thus, from Data 

Analysis it is possible to identify patterns of behavior, consumption, and other social habits. 

2.3 Healthcare  

With the aging of the population, the demand for health services tends to increase 

exponentially. According to the study, Global Health Care Outlook, laying the foundation for the future 

carried out by the English consulting company Deloitte, in 2020, it is estimated that the life expectancy 

of the world population should increase in the coming years. The study predicts that the average age 

will increase from 73.5 years in 2018 to 74.4 years in 2022. In this scenario, the number of people over 

65 in the world will be approximately 12% of the global population. There will be almost 700 million 

people in this age group (Deloitte, 2020). 

In Brazil, it is observed that, among the terms of social security, expressed in Article 194 of the 

Federal Constitution. 88, health is also a right of all citizens. Thus, Smart Cities need to be prepared for 

demographic changes, especially the aging process of the population. Thus, the planning of Smart Cities 

needs to consider the characteristics of the population. Health care services are aimed at people with 

poor health, requiring greater care and infrastructure of clinics, hospitals, home care, laboratories, as 

well as pharmacies, among others (Luongo et al, 2011; Cavallini & Bisson, 2010). In general, health 

services are based on the following processes (Mozachi & Souza, 2009; Cavallini & Bisson, 2010): 

I. Administrative: human resources, data processing, finance, general services, safety, health, and 

occupational medicine, as well as the health sector supply chain, etc., and; 

II. Technicians: nursing services, nutrition, and food, social assistance, data recording and files, 

statistics, diagnosis, treatment, various services, pharmacy services, etc. 
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In this scenario, services related to Healthcare must integrate with the concept of Smart Cities. 

The public and private health sectors need to develop actions to meet the growing demand and, at the 

same time, cities need to develop mechanisms to integrate this health care network. In addition, it is 

noteworthy that the healthcare field is increasingly gaining attention from public health policymakers, 

and for quality medical care, a public policy that requires constant changes to meet social needs is 

needed. 

According to Chen et al. (2014), the field of health is one of the areas that can use Big Data to 

improve their management. In this context, it is possible to verify that the insertion of digital 

technologies in Smart Cities can improve operational aspects both in the infrastructure of cities and in 

the specific field of health. For Murdoch and Detsky (2013), the application of Big Data in Healthcare is 

inevitable, contributing to the quality and efficiency of services provided in the healthcare sector. 

Therefore, it is concluded that Data Analysis technologies in the field of Healthcare are necessary so 

that cities can properly handle the large amount of data generated by different sources, called Big Data, 

to turn data into information capable of being interpreted, adequately meeting the demand for health 

services more effectively. 

3 Materials and Methods 

To identify the technologies, techniques, and Data Analysis tools applied to Healthcare, in the 

context of Smart Cities, a bibliographic review will be carried out, using the Methodi Ordinatio 

methodology. For this, the nine protocols defined by Pagani et al. (2015; 2017) were adopted. So, 

initially (Steps 1 to 4), exploratory searches were carried out in different databases with several 

keywords. Since the Scopus database returned the largest number of articles among the databases 

tested, this one was selected to carry out the bibliographic review. Furthermore, from the exploratory 

searches, three combinations of keywords were defined. From the definition of the database and the 

combinations of keywords, the final search was performed, as shown in Table 1. 

 

 

 

 

 

 

 

Table 1 

 

Combination of keywords and filtering procedures 
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Keyword Combination Scopus 

("health 4.0" OR "healthcare 4.0") AND 
"data analy*" 

6 

"health 4.0" OR "healthcare 4.0” 63 

("health 4.0" OR "healthcare 4.0") AND 
"smart cit*" 

2 

Total 71 

Filtering Procedures Deleted Articles 

Duplicate articles 8 

Exclusion of articles outside the theme 
(title, abstract, and keywords) 

40 

Document Type 1 

Total deleted articles 49 

Numbers of articles in the portfolio 22 

Source: Elaborated by the Authors (2020). 

 

After performing the definitive search in Scopus, the filtering procedures were started (Step 5). 

The purpose of these procedures is to eliminate duplicate articles, articles not related to the purpose of 

this study, and books, book chapters, and conference papers. The results obtained were, as shown in 

Table 1. 

After the filtering procedures, the Impact Factor (IF) variables; Number of citations (Ci), and year 

of publication (PublishYear) were collected, and the InOrdinatio equation (1) was applied, Steps 6 and 

7, ranking the articles in scientific relevance. The selected impact factor metric was Clarivate's Journal 

Citation Reports (JCR) 2020, the number of citations of the articles was collected in Google Scholar, and 

the year of publication of the articles was identified in the articles themselves. Thus, from the collection, 

Equation (1) InOrdinatio was applied. 

 

InOrdinatio = (IF/1000) + α*[10−(ResearchYear−PublishYear)] + (Ci)                                       (1) 

 

After sorting, a new filter was applied, eliminating articles that did not have JCR. Thus, six articles 

were deleted, resulting in a portfolio composed of 16 articles. 

After defining the portfolio of scientific articles, these were located, starting the systematic 

reading of the articles (Steps 8 and 9), then allowing the procedures for data collection and analysis. For 

this, firstly, bibliometric analyzes were carried out in the portfolio, identifying the main authors of the 

portfolio, the topicality of the topic, the main keywords of the articles, as well as the main terms 

mentioned in the body of the articles. For this, NVivo 12 and VOSviewer software were used. Finally, 

the content analysis began, aiming to identify the Data Analysis techniques applied in the context of 

Healthcare in Smart Cities, thus fulfilling the objective of this research. 
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4 Results and Discussions  
 
4.1 Bibliometric Analysis 

 

The first bibliometric analysis performed was to identify the main authors of the portfolio. For 

this, the density map functionality of the VOSviewer software was used. The results obtained were, as 

shown in Figure 1. 

 

Figure 1 

 

Main authors 

 

Source: Elaborated by the Authors (2020). 

 

From the data generated in the software and from Figure 1, it is observed that there are 67 

authors in the portfolio. Among these, the authors with the highest number of articles are Kumar, N. 

and Tanwar, S., with three articles each, and Fogliatto, F. S.; Tortorella, G.L.; and Tyagi, S., with two 

articles each. The other authors present one article each. Furthermore, it is observed that these main 

authors were networks of co-authorship among themselves, such as Kumar, Tyagi, and Tanwar, who 

have two articles in common, and Fogliatto and Tortorella have two articles in common. The second 

bibliometric analysis performed was to assess the topicality of the topic, as shown in Figure 2. 

 

 

Figure 2 
 
Publication by year 
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Source: Elaborated by the Authors (2020). 

 

Although the portfolio has presented some filtering procedures, these did not include exclusion 

filters by year of publication, therefore, it did not affect the visualization of the publication trend on the 

topic. Thus, it is observed that the topic has a considerable growth in publication, with a growth of about 

three times more articles from 2019 to 2020. As the research was carried out based on articles published 

until March 2021, it is possible to have a vision that in the first quarter of the year there are already 

publications related to the topic. 

Next, the main keywords of the portfolio were identified. For this, the Overlay Visualization of 

the VOSviewer software was used, allowing the identification of the actuality of the keywords, that is, 

the keywords mentioned in recently published articles, in older articles, and intermediate articles. The 

result obtained was, as shown in Figure 3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 3 
 
Main keywords 
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Source: Elaborated by the Authors (2020). 

 

From the data obtained in the software and from Figure 3, it is concluded that the portfolio has 

246 keywords in total, with the main keywords most frequently mentioned being: "health care", 

mentioned in 15 portfolio articles, that is, 94% of the articles; “artificial intelligence”, mentioned in 5 

articles; and “internet of things”, in 4 articles; “embedded systems”, “digital technologies”, “medical 

computing”, “security and privacy” and “blockchain”, mentioned in 3 articles each. 

In addition to the most cited keywords, this software functionality allows you to identify the 

actuality of keywords. Thus, it is observed that the keywords mentioned in more recent articles, 

published after the second half of 2020 until today, are: “Health survey”; “data sharing”; “hospital 

sector”; “Internet of thing (IoT)” and “privacy by design”, mentioned in 2 articles each, followed by the 

keyword “blockchain”, mentioned in 3 articles. Next, the keywords mentioned in articles in intermediate 

years, between 2019 and 2020, are: “Health care” mentioned in 15 articles; “artificial intelligence”, 

mentioned in 5 articles; “Internet of things”, mentioned in 4 articles; “medical computing”, “security 

and privacy”, “health-care system”, mentioned in 3 articles each; and “data mining”; “interoperability” 

and “access control”, mentioned in 2 articles each. Finally, the oldest keywords, mentioned in articles 

published until 2019, are: “Diagnosis”, mentioned in 3 articles; and “recommender Systems”, 

mentioned in 2 articles. Finally, the main themes addressed throughout the articles were identified 

through the Word Cloud functionality of the NVivo 12 software, as shown in Figure 4. 

Figure 4 

 

Portfolio cloud word 
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Source: Elaborated by the Authors (2020). 

 

From Figure 4 and the data obtained with the automatic coding of the NVivo 12 software, it was 

identified that the main terms mentioned in the portfolio were “data”, mentioned in the 16 articles and 

present in 309 excerpts; “system”, present in the 16 articles and 240 excerpts; “health”, present in 16 

articles and mentioned in 200 excerpts; “healthcare”, present in 13 articles and 154 excerpts; “devices”, 

mentioned in 14 articles and 131 excerpts. In addition, from the automatic coding, the contexts in which 

the term "date" was used were identified, as shown in Figure 5. 

Figure 5 

Main words related to data 
 

 

Source: Elaborated by the Authors (2020). 

From this, it appears that “medical data” and “data collection” are the main terms mentioned 

when addressing the issue of data. In addition, some challenges related to Big Data Analytics were also 
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recurrent, as the terms “data analytics”, “data privacy”, and “secure data accessibility”. Finally, the main 

"devices", "sensors" and "technologies" mentioned in the portfolio were identified, as shown in Figure 

6. 

Figure 6 

 

Main devices, sensors, and technologies 
 

 

Source: Elaborated by the Authors (2020). 

 

Thus, there is a focus on “medical devices”, “smart devices” and “wearable devices”, but also 

on information and communication technologies being applied in the context of healthcare. 

It is possible to observe the presence of "sensors" linked to different technologies, showing the 

adoption of Internet of Things (IoT) technologies, capable of capturing data in real-time, from 

"temperature sensors" and "body sensors network", which can be analyzed using Data Analysis 

techniques in the scenario, as presented in the next Section.  

 
4.2 Content analysis 

 

To identify Data Analysis technologies, techniques, and tools in the context of Healthcare in 

Smart Cities, a bibliographic review was carried out, using the Methodi Ordinatio, which resulted in a 

portfolio of articles with scientific relevance. From this portfolio, bibliometric and content analyzes were 

performed.  

Thus, to achieve the objective of this research, the articles were read, and some aspects 

collected, such as the objectives of the articles, the technologies, techniques, and tools mentioned in 
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the context of Healthcare, data sources, storage technologies, and manipulation of data, treatment 

areas, mentioned diseases, and, finally, challenges and benefits of the mentioned techniques. 

Thus, it was possible to identify that the articles had objectives that aimed to understand several 

aspects, such as the evolution of technologies inserted in the health area (Chen et al., 2020), the barriers 

and impacts perceived in the adoption of these technologies (Tortorella et al., 2020; Tortorella et al., 

2021), the characterization of the new phase of health, known as Health 4.0 (Jayaraman et al., 2019; 

Aceto et al., 2020), and the assessment of the impact of the 5G Internet and its contributions to the 

health area (Jayaraman et al., 2019). 

But specifically, about Data Analysis, the articles addressed the need for integration and 

incorruptibility of access to patient data (Jaleel et al., 2020), with the use of Blockchain technology 

(Kumar et al., 2020), to make access to patient data is safer, with this theme being data security and 

patient privacy, the objective of a study by other authors such as Qiu et al. (2020), Tanwar et al. (2020) 

and Aggarwal et al. (2021). 

The adoption of medical recommendation systems (Bhatti et al., 2018; Sharma et al., 2019) and 

the use of robots in the construction of a Cyber-Physical System (CPS) based on Data Analysis (Yang et 

al., 2020), was also explored. 

Finally, Al-Jaroodi et al. (2020) addressed the relationship between technologies inserted in the 

health area, with efficiency and cost reduction. 

Based on the objectives identified in the articles, it is also possible to observe some data sources, 

especially the Electronic Health Records (EHRs), also known as Electronic Medical Records (EMR) (Hung 

et al., 2019; McCarthy et al., 2020) or Personal Healthcare Records (PHR) (Koumaditis & Hussain, 2018) 

and Internet of Things (IoT) related sensors. Figure 7 presents a compilation of the data sources and 

databases mentioned in the articles. 

 

 

 

 

 

 

 

 

 

 

Figure 7 
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Sources and databases in the healthcare context 

 

Source: Elaborated by the Authors (2020). 

 

As seen in Figure 7, the data come from different sources, and, therefore, can present different 

formats, such as numbers, texts, audios, images, and others. For this data to be transformed into useful 

information for medical decision-making, it is necessary to know what are the techniques, technologies, 

and appropriate tools to analyze this data, which takes place in different stages, and Table 2 gathers 

some of these methods according to the portfolio of articles, focusing on the data manipulation and 

storage step. 
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Tools, technologies, and techniques to manipulate and store health data 

 

Article Tools, technologies, and techniques 

Tanwar et al. (2020) Blockchain. 

Aceto et al. (2020) Cloud Computing; Fog Computing. 

Yang et al. (2020) Cloud Computing. 

Aggarwal et al. (2021) Blockchain. 

Chen et al. (2020) Cloud Computing; Fog Computing. 

Jaleel et al. (2020) Edge computing. 

Bhatti et al. (2018) Apache Hadoop MapReduce. 

Al-Jaroodi et al. (2020) Blockchain. 

Sharma et al. (2019) 
Edge Computing; Fog Computing; Cyber-physical 
system. 

Source: Elaborated by the Authors (2020). 

 

Blockchain technology is mentioned in three articles, and its main relationship with Data 

Analysis is closely related to ensuring data security and privacy (Tanwar et al., 2020), a very important 

issue when it comes to patient data, which is personal information, and therefore sensitive. 

This data can be stored on several servers around the world, this type of storage became known 

as cloud storage, highlighting the technologies of Cloud Computing and Fog Computing to perform this 

task (Aceto et al. 2020; Chen et al. 2020). The Edge Computing technique is used to store data so that 

it can be accessed quickly (Sharma, Singh & Bajaj, 2019), using less than the internet's update rate. 

Apache Hadoop MapReduce stands out in this context for processing large amounts of data, 

through a technique that divides a set of data into independent blocks to be processed in parallel 

(Mohamed et al., 2019). 

In the context of health, when building an environment based on software with mechanical and 

electronic parts, there is the Cyber-Physical System, which consists of the control and monitoring of 

data transfer in real-time, through the internet (Sharma, Singh & Bajaj, 2019). 

All of these technologies and techniques can be combined and used to manipulate and store 

health data from different patients and health organizations, making it possible to analyze this data 

through other technologies, as shown in Table 3. 

 

 

Table 3 
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Combination of technologies and techniques to manipulate and store health data 

 

Article Technologies and techniques 

Tanwar et al. (2020) Data Analytics Algorithm 

Aceto et al. (2020) Machine Learning; Big Data Analysis; Genomic Analysis. 

Hathaliya et al. (2019) AVISPA tool. 

Gupta et al. (2019) Statistical Analysis. 

Jayaraman et al. 
(2019) 

Artificial Intelligence; Data mining; Machine Learning; Pattern Recognition; 
Natural Language Processing (NLP); Deep Learning; Semantic reasoning; 
Image Processing; Computer vision. 

Qiu et al. (2020) and 
Dashtban and Li (2021) 

Encryption algorithms; Deep Learning; Statistical Analysis. 

Tortorella et al. (2020) ANOVA; MANOVA (Multivariate Analysis of Variance); 

Yang et al. (2020) 
Big data analysis; Artificial Intelligence; Deep Learning; Artificial Neural 
Network; Natural Language Processing; Computer Vision. 

Aggarwal et al. (2021) Big Data analysis; Artificial Intelligence. 

Tortorella et al. (2021) Statistical Analysis; 

Chen et al. (2020) Artificial Intelligence;  

Bhatti et al. (2018) Algorithm fb-kNN; Data Mining. 

Al-Jaroodi et al. (2020) Big Data Analytics; 

Sharma et al. (2019) 
Big Data Analysis; Artificial intelligence; Machine Learning; Advanced 
network technologies. 

Source: Elaborated by the Authors (2020). 

 

In the analysis of health data, the Big Data Analysis, which encompasses Machine Learning and 

Artificial Intelligence (Sharma et al., 2019), stands out. Big Data Analysis brings together several 

technologies, techniques, and tools capable of working with Big Data, with Machine Learning being an 

important part of learning patterns related to this data, which allows Artificial Intelligence to develop 

based on these learnings and assume a disease prediction approach or medication recommendation in 

the healthcare environment. 

Other techniques such as Statistical Analysis and Data Mining were also cited as a way to extract 

relevant information from health data, so a combination of different technologies may be performed to 

optimize Data Analysis. 

The proper use of these tools in the healthcare context can result in many advantages for 

healthcare organizations and patients. Table 4 highlights some of the benefits mentioned by the 

authors. 

 
 
 
 
Table 4 
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Combination of technologies and techniques to manipulate and store health data 
 

Article Benefits 

Kumar et al. (2020); 
Tanwar et al. (2020); 
Aggarwal et al. (2021) 

Blockchain can increase efficiency and security in analyzing patient data, 
enable uninterrupted access to data in healthcare databases, and 
consequently improve the structure of healthcare services. The information 
that is stored through Blockchain technology, meaning these public or 
private data, will be available anywhere and at any time, in a distributed and 
decentralized manner. 

Jayaraman et al. 
(2019); Al-Jaroodi et al. 
(2020) 

The goals of Healthcare 4.0 are to provide quality healthcare services to 
patients, increasing the efficiency of resource utilization and operations. The 
interdisciplinarity of Healthcare 4.0 will allow technologies to address social 
and human aspects in the available data, increasing the quality of 
healthcare. 

Jaleel et al. (2020) 
The possibility of having Data Interoperability (Jaleel et al. 2020) through 
storage technologies is a great benefit for Data Analysis. 

Tortorella et al., 2021 
Technologies can reduce over-reliance on human skills (Tortorella et al. 
2021), and promote a less stressful work environment due to reduced 
workload. 

Hathaliya et al. (2019) 
Authentication through patient biometrics can make data access more 
secure and reliable, and less susceptible to attacks and data theft. 

Aceto et al. (2020) 
Data Analysis technologies make it possible to gain new insights and access 
actionable information based on health data. 

Qiu et al. (2020); Yang 
et al. (2020); Gomes et 
al. (2021) 

The implementation of advanced algorithms, combined with other Big Data 
Analysis techniques, can prevent data from being susceptible to attacks, in 
addition to being of great benefit to integrate, analyze and manage data. 

Yang et al. (2020) 

The integration between Artificial Intelligence, Deep Learning, Artificial 
Neural networks, Natural Language Processing, and Computer Vision can 
increase the quality of medical treatments. And with the help of Big Data 
Analysis, building an intelligent, shared database would make it possible to 
provide medical decision support. 

Kumar et al. (2020) 
The Internet of Things (IoT) can generate automatic alerts when equipment 
failures occur or even identify fluctuations in the patient's health status. 

Chen et al. (2020) 
Artificial Intelligence is a strong ally in prioritizing activities to be performed 
regarding the patient's health. 

Bhatti et al. (2018) 

Improved medical performance, reduced mortality rate, assertiveness in 
prescribing medications, and more accurate diagnoses are some of the 
benefits obtained with the use of Data Analysis techniques in the health 
context. 

Source: Elaborated by the Authors (2020). 

 

The benefits are mainly focused on ensuring the security and privacy of patient data, in addition 

to increasing the efficiency of the use of resources by health organizations, also contributing to 

monitoring and assertiveness in the recommendation of medications and treatments for the patient's 

health. 

Despite the variety of resources capable of achieving the ultimate goal of Data Analysis, which 

is to extract information from a large amount of different data, there are still challenges to be overcome.  
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In the Healthcare environment, demands related to the security and privacy of patient data 

were mentioned, among other issues, as shown in Table 5, which can be considered an agenda for 

future research on the subject. 

 

Table 5 

Challenges in data health 

 

Article Challenge 

Aceto et al. (2020); Jayaraman 
et al. (2019) 

Difficulty analyzing heterogeneous data from Big Data. 

Aggarwal et al. (2021); 
Hathaliya et al. (2019); Kumar 
et al., (2020); Qiu et al. (2020); 
Sharma et al. (2019) 

Need to ensure the security of patient data, protecting their privacy. 

Tanwar et al. (2020); 
Tortorella et al. (2021); 
Sharma et al. (2019) 

Urgency in reducing health-related costs through Technologies. 

Al-Jaroodi et al. (2020) 
Due to the diversity of technologies, tools, and techniques, it is 
difficult to choose the best one for each objective in the health area. 

Jaleel et al. (2020); Jayaraman 
et al. (2019) 

Extract information from large amounts of data in real-time. 

Bhatti et al. (2018) 
Lack of professionals with sufficient interdisciplinary knowledge to 
analyze health data. 

Bhatti et al. (2018) 
Need for greater efficiency in disease prediction based on available 
data. 

Hathaliya et al. (2019) Self Health Big Data Storage Cost. 

Sharma et al. (2019) 
Need to change the mindset of health professionals for greater 
acceptance of technologies and new forms of analysis. 

Source: Elaborated by the Authors (2020). 

 

Although the privacy and security of patient data have been mentioned as one of the benefits 

of using technologies for Data Analysis in healthcare, this is also a critical point about the challenges to 

be faced. 

Issues such as the cost of storage of healthcare Big Data and greater knowledge regarding the 

use of available technologies for Data Analysis were highlighted by the authors, highlighting the need 

for research that further explores the available technologies, as proposed in the purpose of this article. 

Therefore, there is a vast field of study for researchers and professionals in the field of health 

and technology, regarding the application of these technologies in practice in health organizations. 

When addressing this issue, some steps are taken so that Healthcare can follow the 

technological developments proposed by the concept of Smart Cities. Thus, it is concluded that Data 

Analysis technologies are necessary for the context of Smart Cities, as well as in the specific field of 

Healthcare, allowing to deal with a large amount of data, in real-time and in a heterogeneous way. 
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It is also concluded that the application of technologies alone is not capable of making a city 

smart, especially if the data generated and collected cannot be grouped and transformed into relevant 

and interpretable information, allowing decisions to be taken based on data. Thus, when digital 

technologies are combined with data analysis techniques, with a focus on meeting the needs of citizens, 

there is a real approximation of the concept of a smart city. 

 
5 Conclusion 
 

Given the increasing availability of data in the health sector, being generated by different 

sources and in an increasingly shorter period, it is necessary to envision the options available to extract 

important information from these data, to improve various aspects of patient follow-up. Thus, this 

article sought to identify the technologies, techniques, and tools for Data Analysis, which lead to the 

development of Smart Cities in the Healthcare area. 

Electronic Health Records (EHRs) and Internet of Things (IoT) sensors stood out as sources of 

data in the health context. Blockchain technology highlights the need to ensure data security, while the 

most cited Big Data Analysis techniques encompass Machine Learning and Artificial Intelligence to 

promote the efficiency of Data Analysis. 

By bringing together the technologies, techniques, and tools available in the current literature, 

this research presented as a limitation the lack of a practical view of their application. Therefore, future 

research can focus on seeking practical applications of the technologies listed in this article, in addition 

to exploring the challenges mentioned in Table 5. 
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