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BIBLIOMETRIC ANALYSIS OF PUBLICATIONS ON CYBER RISKS IN THE SERVICES SECTOR

Marcia C. Rossi

Objective: To explore the progress of scientific production on cyber risks that permeate the
service sector, identifying relevant researchers and institutions on this theme, measuring the
impact, and identifying trends, contributions, and knowledge gaps. In addition, the study seeks
to use bibliometric findings to bring academic and managerial contributions to the subject.
Methodology: Bibliometric study, using the method of organization and systematization of
information (Chueke & Amatucci, 2015; Guedes & Borschiver, 2015), whose structure
followed the premises of the laws of Bradford, Lotka, and Zipf, using the scientific databases
of the WoS - Web of Science. The bibliometric study enabled the performance of exploratory
and descriptive research without the temporal cut, resulting in the identification of 115
publications (December 1995 to February 2023), which allowed measuring and presenting the
characteristics and profile of the publications analyzed.

Originality: The study revealed a potential for exploring the theme of Cyber Risks in the
Services sector, considering the scarcity of scientific production. It also enabled the
identification of emerging trends and clusters in service sector activities and the creation of a
conceptual model based on the findings of the analyzed publications.

Main results: The analyses revealed which sectors of the service economy are most frequently
approached in publications related to the theme of cyber risks. These analyses were organized
into ten areas, with the following order of relevance (frequency) of publication: Computer
Science, Information Systems, Engineering, Business, Finance and Management,
Telecommunications, Computer Science Theory Methods, and Computer Science Artificial
Intelligence. The bibliometric findings enabled the creation of the conceptual model of Cyber
Risks in Services, which proposes a cyclical and continuous improvement approach to deal with
vulnerabilities, cyber threats, and consequences. This includes identifying and assessing
existing vulnerabilities, implementing mitigation measures, and constantly monitoring threats
and their consequences.

Theoretical contributions: The conceptual model of Cyber Risks in Services can be a
reference for researchers in various fields of action, considering the breadth of the services
sector and the interdisciplinary nature of digital risk mitigation.

Managerial contributions: Understanding of cyber risks supports the ability of the
organization to respond to them, strengthening its security posture and protecting its critical
assets and information from cyber threats.

Keywords: Bibliometry, Cyber Risks. Services Sector.

ANALISE BIBLIOMETRICA DAS PUBLICAGOES SOBRE RISCOS
CIBERNETICOS NO SETOR DE SERVICOS

Obijetivo: Explorar o avanco da producéo cientifica sobre os riscos cibernéticos que permeiam
o setor de servigos, identificando pesquisadores e instituicoes relevantes no tema, medindo o
impacto e identificando tendéncias, contribuicdes e lacunas de conhecimento. Além disso, o
estudo busca utilizar achados bibliométricos para trazer contribuigdes académicas e gerenciais
para o tema.

Metodologia: Estudo bibliométrico, utilizando o método de organizagdo e sistematizacéo da
informagdo (Chueke & Amatucci, 2015; Guedes & Borschiver, 2015), cuja estrutura seguiu as
premissas das leis de Bradford, Lotka e Zipf, utilizando as bases de dados cientificas da WoS -
Web of Science. O estudo bibliométrico possibilitou a realizacdo de pesquisa exploratéria e
descritiva sem recorte temporal, resultando na identificacédo de 115 publicagdes (dezembro de
1995 a fevereiro de 2023), o que permitiu mensurar e apresentar as caracteristicas e o perfil das
publica¢des analisadas.

Originalidade: O estudo revelou potencial para explorar o tema Riscos Cibernéticos no setor
de Servigos, considerando a escassez de produgdo cientifica. Também permitiu a identificacdo
de tendéncias emergentes e clusters nas atividades do setor de servigos e a criagdo de um modelo
conceitual com base nas concluses das publicacdes analisadas.

Principais resultados: As analises revelaram quais setores da economia de servigos sao mais
abordados em publicagdes relacionadas ao tema dos riscos cibernéticos. Essas analises foram
organizadas em dez areas, com a seguinte ordem de relevancia (frequéncia) de publicagdo:

Cite as / Como citar

American Psychological Association (APA)

Gilberto Perez?

Ciéncia da Computacéo, Sistemas de Informacéo, Engenharia, Negécios, Finangas e Gestéo,
Telecomunicagdes, Métodos da Teoria da Ciéncia da Computacdo e Inteligéncia Artificial da
Ciéncia da Computacéo. Os achados bibliométricos permitiram a criagdo do modelo conceitual
de Riscos Cibernéticos em Servigos, que propde uma abordagem de melhoria ciclica e continua
para lidar com vulnerabilidades, ameacas cibernéticas e consequéncias. Isso inclui identificar e
avaliar as vulnerabilidades existentes, implementar medidas de mitigagdo e monitorar
constantemente as ameagas e suas consequéncias.

Contribuicdes tedricas: O modelo conceitual de Riscos Cibernéticos em Servigos pode ser
uma referéncia para pesquisadores em diversas areas de atuacéo, considerando a amplitude do
setor de servigos e a natureza interdisciplinar da mitigacéo de riscos digitais.

Contribuigdes gerenciais: A compreensdo dos riscos cibernéticos apdia a capacidade da
organizagao de responder a eles, fortalecendo sua postura de seguranca e protegendo seus ativos
e informagdes criticas de ameagas cibernéticas.

Palavras-chave: Bibliometria. Riscos Cibernéticos. Setor de Servigos.

ANALISIS BIBLIOMETRICO DE PUBLICACIONES SOBRE CIBERRIESGOS EN
EL SECTOR SERVICIOS

Obijetivo: Explorar el avance de la produccion cientifica sobre los ciberriesgos que permean el
sector servicios, identificando investigadores e instituciones relevantes en la materia, asi como
medir el impacto e identificar tendencias, aportaciones y lagunas de conocimiento. Ademas, el
estudio pretende utilizar los resultados bibliométricos para aportar contribuciones académicas
y de gestion sobre el tema.

Metodologia: Estudio bibliométrico, utilizando el método de organizacién y sistematizacién de
lainformacién (Chueke & Amatucci, 2015; Guedes & Borschiver, 2015), cuya estructura siguié
las premisas de las leyes de Bradford, Lotka y Zipf, utilizando las bases de datos cientificas de
WoS - Web of Science. El estudio bibliométrico permitié la realizacion de una investigacion
exploratoria y descriptiva sin corte temporal, resultando en la identificacién de 115
publicaciones (diciembre de 1995 a febrero de 2023), lo que permitié medir y presentar las
caracteristicas y el perfil de las publicaciones analizadas.

Originalidad: El estudio reveld un potencial para explorar el tema del Ciberriesgo en el sector
Servicios, dada la escasez de produccion cientifica. Ademas, permiti6 identificar tendencias y
clusters emergentes en las actividades del sector servicios y crear un modelo conceptual a partir
de las conclusiones de las publicaciones analizadas.

Principales resultados: Los andlisis revelaron qué sectores de la economia de servicios se
abordan con mayor frecuencia en las publicaciones relacionadas con el tema de los ciberriesgos.
Estos analisis se organizaron en diez areas, con el siguiente orden de relevancia (frecuencia) de
publicacion: Informatica, Sistemas de Informacion, Ingenieria, Negocios, Finanzas y Gestion,
Telecomunicaciones, Métodos Teéricos de la Informatica e Inteligencia Artificial de la
Informatica. Los resultados bibliométricos permitieron crear el modelo conceptual de
Ciberriesgos en los Servicios, que propone un enfoque ciclico y de mejora continua para hacer
frente a las vulnerabilidades, las ciberamenazas y sus consecuencias. Esto incluye la
identificacion y evaluacion de las vulnerabilidades existentes, la implementacién de medidas de
seguridad para mitigarlas y el monitoreo constante de las amenazas y sus consecuencias.
Aportes teoricos: EI modelo conceptual de Riesgos Cibernéticos en los Servicios puede ser una
referencia para los investigadores en diversos campos de actividad, teniendo en cuenta la
amplitud del sector servicios y la naturaleza interdisciplinaria de la mitigacion del riesgo digital.
Aportes gerenciales: Comprension de los riesgos cibernéticos ayuda a la organizacién a
responder a ellos, reforzando su postura de seguridad y protegiendo sus activos e informacion
criticos frente a las ciberamenazas.

Palabras clave: Bibliometria. Ciberriesgos. Sector Servicios.
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1 Introduction

The digitization processes of the economy and society have been important for the growth and
continuity of companies, with a potentially significant impact on global prosperity. Information and
communication technologies have increased their rates of sharing, storing, and processing personal
information at an exponential level (Conger, Pratt, & Loch, 2012, Saridakis, Benson, Ezingeard, &
Tennakoon, 2016). Incidents such as cyber risks have brought relevant economic and social implications
or significant impact on public safety (Mantha & Soto, 2020).

The impact of digitization on business processes has encouraged transformation markets to
create or improve products, services, and relational modalities (Barile, Grimaldi, Loia, & Sirianni,
2020). At the same time, another active front has progressively explored new business models, driven
by companies looking for new replacements and adopting strategies that meet their customers' needs.

In this sense, the challenges of servitization have increasingly attracted the attention of
companies in the industrial sector, which seek, in planning, the comprehensive service strategy, a current
service category that exposes humerous opportunities with positive perspectives to the same extent that
risks are jointly neglected (Fang, Palmatier, & Steenkamp, 2008, Nordin, Kindstrom, Kowalkowski, &
Rehme, 2011; Rajapathirana & Hui, 2018, Raddats, Kowalkowski, Benedettini, Burton, & Gebauer,
2019).

Cyberspace is not just the internet, including hardware, software, and information systems, and
it also involves people and their interactions in computer networks, whether commercial or not
(Klimburg, 2012; Silva & Nogueira, 2019). The customer's presence as a participant in the service
process requires attention to facility design, which, until recently, was not optional for traditional
manufacturing operations (Fitzsimmons & Fitzsimmons, 2014).

A theoretical gap between cyber risks and the service sector lies in the lack of a comprehensive
model or framework that integrates the specifics of cyber risks with the challenges faced by the service
sector. Although there are discussions about cybersecurity and various frameworks and models for
assessing and mitigating digital risks, applying these concepts to the service sector can be complex and
challenging. The service economy is not limited to a single entity but encompasses a wide range of
services with diverse business models. It encompasses various activities that offer varied services, each
with its particularities regarding how they operate, compete, and are regulated (Gallouj, 2023; Metters,
2023).

Given this scenario, exploring the literature and the works developed on the subject is proposed.
This research aims to answer the following question: What is the profile of the scientific production
that has approached cyber risks in the service sector? To answer the proposed question, a
bibliometric study was conducted using the method of organizing and systematizing information
proposed by Chueke and Amatucci (2015). The structure of the research followed the premises of the

laws of Bradford, Lotka, and Zipf, using the scientific databases of the Web of Science (WoS).
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Furthermore, this study seeks to use the bibliometric findings as the basis for building a conceptual
model that expands the understanding of the research area.

It is necessary to explore cyber risks discussions about the service sector, which plays a crucial
role in permeating the supply of products and goods. Understanding cyber risk not only assists
companies in ensuring and managing compliance in their processes, avoiding potential financial
penalties, third-party damages, and reputational damage but also makes academic contributions by
filling a knowledge gap on the specific challenges faced by the service sector in this context. Analyzing
cyber risks in the services sector at the policy-legal level can support formulating appropriate policies
and regulations to protect sensitive data and ensure cybersecurity. Moreover, this understanding
contributes to increase awareness of the importance of privacy protection, consumer trust, and digital
inclusion, promoting a holistic view to approach the social and ethical impacts of digitalization and
automation in the service industry.

To achieve the proposed objective, this paper is organized into five sections. Distinguishing the
introduction and the conclusion, Section Two begins by exploring the concepts of cyber risk,
highlighting the threats and vulnerabilities that organizations have faced. Risk management strategies,
data protection, and cybersecurity are addressed in this context. Also, the service sector and its relevance
in the economy are addressed. Strategies for growth, innovation, and customer satisfaction (and
participation) in this constantly evolving industry are exposed. The combination of these two topics aims
to provide a comprehensive understanding of a scenario in which organizations face cyber challenges
and seek an appropriate balance between innovation and security in services. The third section presents
the methodological approach adopted to develop this study. The fourth section presents the results
obtained, including the service sectors identified in the analysis of the articles. The most frequently used
keywords will help highlight the sector's tendency to face digital risks, the most cited articles and
authors, and the countries of origin of the publications, which help visualize the focus of development
and investments in research on this theme. The fifth section, which precedes the Final Remarks Section,

discusses the results obtained, combining them with the theoretical background.

2 Theoretical Reference

Given the increasing reliance on digital technologies in service-related activities, understanding
the nature and implications of cyber risks has become fundamental for researchers and managers alike.
Before exploring the profile of the scientific production that addresses cyber risks in the services sector
through bibliometrics, this theoretical framework sought to provide a comprehensive understanding of
the existing knowledge in this area through a literature review. This review allowed for a brief

exploration of the concepts related to cyber risks and the services sector.
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2.1 Cyber Risks

Cybernetics originates from Greek, meaning the “art of the pilot” (Abbagnano, 2007), leading
to understanding control and direction. The term stood out during the works and experiments related to
the Second World War by the mathematician Norbert Wiener, which helped him publish “Cybernetics:
or control and communication in the animal and the machine” in 1948 (Wiener, 2017). This work
develops and presents the hypotheses of this theme, arising from research and multidisciplinary
interaction with other scientific groups, formed by mathematicians, physicists, engineers, and social
scientists.

Cybernetics is a pluralistic and interdisciplinary area of scientific knowledge (Kim, 2004,
Kandjani, Wen, & Bernus, 2012). However, Wiener belatedly discovered that Ampere had already used
the same word about political science (Wiener, 1984). The development of cybernetics induced
scientists to develop new and complex mathematical models to expand the man-machine system. Words
commonly cited with the prefix cyber, such as cyberspace, owe their origin to cybernetics, which
inaugurated many developments (Kandjani et al., 2012).

Pierre Lévy (2000) considered the study of cyberspace as a science of information and
communication, understanding that cyberspace is a means of communication arising from the global
network of interconnected computers, not specifically the physical structure of digital communication,
but its use by people that seek, promote and feedback a multitude of information through this
mechanism. This perspective reinforces one of the main points attributed to cybernetics: there is no
discontinuity between machines and men, whose exchange depends on functional compatibility (Kim,
2004).

Cyber risk is considered a sub-risk of operational risks for information and technology assets
and can affect the confidentiality, availability, and integrity of the information or system (Cebula &
Young, 2010). Risks can take two forms: a) a static or pure nature, characterized by the risk of loss; b)
of a speculative or dynamic nature, which involves the possibility of a loss by one of the parties, while
the other gains some gain (Powers, 2006; Durak, 2020).

For Neghina and Scarlat (2012), organizations should advocate the transition from an approach
based primarily on security to a closer approach to risk assessment, thus addressing vulnerabilities in
risk management planning and methods.

In parallel, the high competitiveness in the market has forced organizations to improve their
positioning concerning innovation and emerging technologies, and researchers have been unfolding
themselves in exploring, analyzing, and conceptualizing the theme, according to the studies listed in
Table 1:
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Table 1
Main concepts of Cyber Risks

Authors Concept Focus

Vulnerability can be measured by the multiplication of Asset measurement,

Brewer (2000) threat versus asset value. threat, and assets value

Negative impact on the organization's operation,
involving informal elements based on mission, image, and
reputation, in which resources and intellectual capital are
the "means" of using the information system.

Potential,
organizational
operations and assets

NIST (2006)

It is a combination of the probability of an event in Combination of
network information systems and the effects of that event  probability, event,
on the assets and on the reputation of an organization. assets

World Economic Forum
(2012)

The one that causes physical damage or impacts financial
Nieuwesteeg, Visscher & losses when there is a malfunction in the digital
de Waard (2018) environment or when data are neglected or illegally
shared.

Risk can be defined as a function of three parameters:
1) Impact expresses the level of damage that a given risk
Biener, Eling &Wirfs can cause.
(2015) 2) Threat expressed whether a particular risk is probable.
3) Vulnerability expresses whether information security
measures are effective or not.

Risk related to a malicious electronic event which may

cause business discontinuity and financial loss. It can be Business discontinuity,
considered the one that covers all other risks associated malicious event,
with online activity, such as the storage of personal data adversities in life and
and transactions that can result in image damage, financial business

loss, and adversity in life and business.

Physical damage,
financial loss,
illegalities

Level of harm,
expressed threat and
vulnerability

NAIC (2018)

Two aspects can highlight cyber risks:

1) technical: process flow, reprogrammable behavior, and
dynamic global threat; and

2) economic: information asymmetry, externalities, and
common risk factors in operationalization.

Technical and
economic aspects

Bohme, Laube & Riek
(2018)

The risk depends on the malicious (or non-malicious)
Egan et al. (2019) threats the organization faces and how it mitigates the
risks through business and strategic decisions.

Threat, business
decisions and strategies

Cyber risks are linked to company security: remote work, Remote work,
teleworking, access to strategic and sensitive information, resources synced with
and careless use of equipment such as notebooks and company systems, and
smartphones. carelessness

Strupczewski (2021)

[...] taking advantage of vulnerabilities induced by the

technology, hyper-connected systems, human-enabled  Hyper-connected,
errors, and organizations not prepared to prevent or human-enabled errors
counter such attacks.

Source: Based on the researched literature (2023)

Liu et al., 2022

Cyber risk is a recent scientific discussion, and its diversity and complexity have characterized
an exponential change in cybersecurity and cyber threats. It has even gained focus from the accelerated

digitization of the economy and interactions in cyber environment (Strupczewski, 2021).
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Vulnerability can be measured by multiplying the threat by the value of assets, representing the
potential negative impact on the operation of an organization, and expressing whether information
security measures are effective. This impact encompasses tangible and intangible elements, such as
reputation and use of resources, and the intellectual capital involved (Brewer, 2000; Biener et al., 2015;
Liu et al., 2022).

Internet applications and services are increasingly vulnerable to attacks or information theft
(Ghorbani & Ahmadzadegan, 2017). The concern with digital threats in cyber risks has remained in the
background of the agenda of CEOs around the world. This finding is reinforced in studies, among them
a survey carried out by Marsh in partnership with Microsoft, which involved 168 Brazilian companies
in a total of 600 global companies, results of which revealed that 61% of these companies did not take
out insurance with cyber risk coverage. While 22% could not answer whether the company invests in
this type of insurance (Funke, 2021).

Companies have faced attacks from sophisticated groups, which have deployed malware, a type
of malicious software directed against systems and individuals designed to harm or exploit any device,
service, or programmable network (McAfee, 2021).

Assessing the damage caused by cyber-attacks has posed colossal and global challenges for
businesses and governments. Attacks are known to cause catastrophic cascading service disruptions that
have caused billions of dollars of financial loss to organizations and critical infrastructure worldwide
(Pal et al., 2021). In 2020, amounts sent and received from illicit activities reached 10 billion dollars,
representing 0,34% of the entire global operation with digital currencies (ChainAnalysis, 2020). Rosati,
Gogolin, and Lynn (2022) point to deficiencies in internal organizational control, whose cybersecurity

failures are considered significant risk factors which negatively affect companies' financial results.

In this sense, cyber risks include technical aspects such as process flow, reprogrammable
behavior, dynamic global threats, and economic aspects such as information asymmetry, externalities,
and shared operational risk factors (Béhme et al., 2018). The severity of these risks depends on the

organization's ability to mitigate them through strategic and operational decisions (Egan et al., 2019).

As an aggravating factor, the COVID-19 pandemic has exposed new difficulties, in addition to
the ones faced by the health area, such as the challenges caused by the flexibility of security of data and
information, when, due to the remote work adopted by most companies, the organizational environment
was extended to the individuals' home environment. The expansion of demand for services through
applications is also worth mentioning, which grew 149% in 2020 (Saraiva, 2021). This demonstrates
that consumers have increasingly resorted to requesting and using products and services through digital

means.

Cyber risks are related to the enterprise's security, including remote working, telecommuting,
access to strategic and sensitive information, and the responsible use of devices such as laptops and

smartphones (Strupczewski (2021). These risks exploit vulnerabilities induced by technology,
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interconnected systems, human error, and organizations unprepared to prevent or deal with such attacks
(Liu et al., 2022).

Managers should be aware of the various sources of cyber risk and their potential impact,
ensuring that the business is sufficiently prepared against such events through security awareness of
critical infrastructure entities through confidentiality, availability, and integrity of the services offered
(Egan et al., 2019; Amanowicz & Kamola, 2022).

2.2 Services Sector

The service sector is a nomenclature recognized worldwide, based on a segment represented by
the workforce since the industrial revolution, configuring itself as the co-production of values by people,
technology, internal and external service system, and shared information (Fitzsimmons & Fitzsimmons,
2014).

Stoshikj, Kryvinska, & Strauss (2016, p. 214) summarize the sector as a “science of services
composed of holistic service systems, such as cities, universities and hospitals — and which can be
described as systems of systems, such as food, water, energy, health, education, transport”, given that
companies have competed to some degree based on services (Zeithaml, 2017).

In addition to the concepts and specificities brought by the service sector literature, plurality,
intangibility (non-stock, non-transportability and, above all, non-transferability), and simultaneous
consumption translate a practically unanimous format of the sector's performance (Gallouj, 1997; Mittal,
1999; Fitzsimmons & Fitzsimmons, 2014; Rajapathirana & Hui, 2018).

In Brazil, the representativeness of the service sector in the economy can be highlighted by the
74% share of service activities in the Gross Domestic Product (GDP) in 2020 (Agéncia Brasil, 2020).
From a global perspective, Rubalcaba & Solano (2023) exposed the indicators that reflect the percentage
share of services in total value added in development regions of the world, which reaches approximately
76%. Moreover, globally these services account for about 51% of employment.

In this content, the sector stands out in the 2030-Agenda for Sustainable Development, exposing
the economy and trade of services with a great aptitude to induce structural transformations and
development under the understanding that “national policies and regulatory efforts, as well as
commercial policy, multilateral, regional and cooperative must recognize the potential for the
development of services” (United Nations Conference, 2017).

On a large scale, “the economy as a whole can be interpreted as a huge system of services,
containing a variety of interrelated entities and subsystems” (Stoshikj et al., 2016, p. 212). Even
increasingly, outsourcing has been perceived as a complementary activity in organizations so that they
can dedicate themselves to their primary business (Gorla & Somers, 2014).

Barile et al. (2020) report that service transactions are evolving, and the emerging nature has

increased complexity and uncertainty, becoming increasingly unpredictable in the business
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environment. However, researchers are concerned about the innovation gap in service research, pointing
out as significant factors lean investment in research and development initiatives (Gallouj & Dijellal,
2011; Rajapathirana & Hui, 2018), and by less technological and dynamic feature, when compared to
the industry (Kubota, 2006).

Studies analyzing innovation in services have been growing at a slow pace. One of the
motivations is based on traditional innovation research, which promotes new technologies and tangible
artefacts, while the service sector rarely formalizes R&D initiatives or produces them (Gallouj & Djellal,
2011).

Risk scenarios can be enhanced and accelerated in processes and business models in the services
segment, including leading companies to suffer an interruption of activities, incurring high costs, and
facing the possibility of litigation in disagreement with the service sector's existence, as a solution to
problems for customers (Gadrey, Gallouj & Weinstein, 1995; Mcleod & Dolezel, 2018).

3 Methodological Procedures

Bibliometrics was used to investigate publications on the subject. The qualitative approach made
it possible to examine and measure the publications and their particularities to provide more significant
support for analyzing the generated results.

The descriptive analysis (Gil, 2002) considered a gquantitative survey of publications. At this
stage, the evolution of the number of articles published per year was explored to identify the trend of
interest in the theme "cybernetic risks in the service sector” in the literature of business management
without disregarding the existing content in other areas of research. Cybernetics is an interdisciplinary
field, based on existing knowledge (Kim, 2004; Kandjani et al., 2012), and the service sector is perceived
as plural, intangible, and shareable (Fitzsimmons & Fitzsimmons, 2014).

Furthermore, this study used the method of organization and systematization of information
presented by Chueke & Amatucci (2015), whose structure followed the premises of the Bradford, Lotka,
and Zipf laws, using the scientific databases of the Web of Science of CAPES platform, as shown in
Table 2:
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Table 2

Bibliometric laws

Author Law Focus Description

A(r) = cumulative number of articles on the
Samuel C. A(r) =a+ same subject published by different journals
Bradford's Law Periodicals .
Bradford b.log () r=cumulative

ranking a and b = constants

X = number of publications

Alfred J. Lotka Lotka's Law  Authors Y =C/X? Y = number of authors with x publications

C = constant

] f(n) = frequency of occurrences of a word
George K. Zipf Zipf's Law Words f(n) =K/n
n = order of frequency K = constant

Source: Guedes & Borschiver (2015); Chueke & Amatucci (2015)

Bradford's Law can be applied to identify the most prominent scientific journals which
published studies on cyber risks in services. Analyzing the distribution of scientific articles on this topic
in different journals makes it possible to identify which publications have stood out and which provide
a solid base of knowledge.

Lotka's Law can be used to investigate the productivity of authors, identifying those who are
prolific and their respective contributions. This analysis not only helps to understand the perspectives
and approaches taken in the field of cyber risk in the service sector but also assists in identifying authors
whose research may be relevant to the study.

And lastly, applying Zipf's Law in analyzing studies on cyber risks in services allows for
exploring the distribution of the most frequent keywords found in the scientific literature. Analyzing the
frequency of these terms makes it possible to obtain clarity about the main risks, threats, and even
mitigating actions that permeate business models.

This analysis seeks a reasoned direction for study, allowing more precise identification of
knowledge gaps that deserve more attention. Additionally, this study will use tools such as the
VOSviewer to broaden this analysis. By visualizing research data, the VOSviewer allows us to identify
connections and patterns among the most recurrent terms and themes in the literature, contributing to

the understanding of the field of study of cyber risks in services.
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4 Presentation and Analysis of Results

Bibliometrics was applied to identify, collect, and analyze the relevant data in the scientific
literature related to cyber risks in services. With the purpose of analyzing the characteristics of
publications on the theme, the methodology first proceeded to collect data using the terms "cyber risks"
and "services*" without any temporal cut-off. Using the scientific databases of the Web of Science
(WoS), it was decided to search the publications by "topic" to achieve the functionality of searching for
occurrences in the terms indicated by the title, abstract, and keywords brought by the authors.

In the article selection process, a key criterion focused on the relevance of the content
concerning the research question was adopted. The objective was to select articles that directly addressed
the theme in question and established a relationship, even if indirect, with the objective and the question
outlined for this research. By applying this criterion, we sought to ensure the inclusion of the most
pertinent studies, contributing to the quality and validity of the research. The exclusion criteria adopted
considered articles that did not focus on the research objective and those that were not peer-reviewed.
Studies covering cyber risks in services increased significantly in the last five years, as can be seen in
in Graph 1.

Graph 1

Annual scientific production on Cyber Risks on Services
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Source: Research Data

The results allowed collecting publications from December 1995 to February 2023, reaching
624. After analyzing these publications, a new filter was applied, restricting the search. As a result, 115
articles were obtained with a focus on the research theme and were peer-reviewed.

The results show that the topic has grown in importance, with the increase in publications from
2018 onwards. It is possible to identify a gap since 1995, in which the first article on the topic advocated

the "banks of tomorrow", pointing out the opportunities and risks of the digital banking environment.
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4.1 Organization of Scientific Publications by Research Area and Service Sector

In the WoS - Web of Science database, publications were grouped according to the research
area and the sector of the service area to which the studies were directed. Initially, the publications were
organized into ten areas, with the following order of publication relevance: Computer Science and
Information Systems (58%), Engineering (35%), Business, Finance, and Management (29%),
Telecommunications (26 %) and, Methods of Theory of Computer Science, Artificial Intelligence of
Computer Science (these last three with 5%).

When exploring the scientific production of cyber risks in the service sector, we sought to
identify in which sectors the studies focused on the theme. The exploration included reading and
analyzing the 115 articles, allowing their classification according to service sectors. In addition, they
were quantified and observed, starting from the model proposed by Fitzsimmons & Fitzsimmons (2014),
as shown in Figure 1.

Figure 1

Cyber risks in the Services sector

Manufaturing
Finantial Services {In-C.ompanv Eces)
= Financing o s
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= Legal
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Infrastructure * Health
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=  Communication = Wholesale * Hotel 38% Infrastructure
=  Transport ® Retail 16% Business Support
*  Public Utility * Maintenance 10% Manufactun‘ng_
=  Bank Services Consumer |:> gx E.erson.allgem.ces
- inancial Services
{self-service) 5% Commercial
3% Government
" 14% General
Business Support Services provided by the 100% Total Studies
Services Government
= Consulting = Military
= Audit * Educational
= T Development = Judiciary
* Qutsourcing = Police and Fire Department

Source: Adapted from Fitzsimmons & Fitzsimmons (2014).

In the analysis, studies around infrastructure (38%) stood out, which can be justified by the
functionality of the complex economy that makes up these types of services, which act as a means of
distribution for customers, constituting an essential sector for the industry (Fitzsimmons & Fitzsimmons,
2014).

Knowledge-Intensive Business Services (KIBS) are business services and operations heavily

dependent on professional knowledge, commonly recognized as business support services. The statistic
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(16%) presented for these types of services remains in line with the finding of Desmarchelier, Djellal,
and Gallouj (2013), who claim that the source of increased labor productivity shifted from industry to
services, even though the motor of the outsourcing process continues to be the industrial sectors,
dependent on KIBS.

In sequence, there is the area of manufacturing services (10%), consisting of decision-making
and internal controls of companies. It was considered essential to highlight the item “General” (14%),
composed of studies that address the service sector, however, in a generic way, such as the Internet of
Things, case studies and discussions on cybersecurity. By identifying the research areas with the highest
concentration of the proposed theme, the results obtained can open the opportunity to deeply evaluate
other sectors of the service area, such as the personal, commercial, and financial sectors.

Regarding government action, the opportunity may lie in coercive measures and legal
consequences to deal with cyber-crimes committed against companies and individuals. In this regard,
Mcleod and Dolezel (2018) understand that federal laws should impose heavy penalties for facilities
whose negligence contributes to data breaches.

4.2 Most Used Key Expressions

Following the criteria of Zipf's Law, after reviewing the literature, the most recurrent key
expressions that favor the search for the theme of "Cyber Risks" and "Services," used together for almost
three decades were obtained. However, these expressions also came to contribute to other search results.

After analyzing the 624 articles, which resulted in 115 for this study, we used VOSviewer to
enhance the visualization of the information. When loading the text files extracted from WoS into
VOSviewer, it was chosen to use the functionality "Create a map based on text data”. Then the "Title
and abstract fields" option was chosen in the "Choose files" field to include the title and abstract fields
in the analysis. In the "Choose counting method" section, "Binary counting' was selected as the counting
method. The binary count assigns the value of "Occurrences™ to the number of documents in which a
term occurs at least once, and a minimum occurrences threshold of 5 was set in the "Minimum number
of occurrences of a term" field under the "Choose threshold.” These procedures extended Zipf's Law
criteria, allowing better visualization of the key expressions in VOSviewer. With the resulting map, we
obtained a more explicit and comprehensive representation of the main themes and interconnections in
the analyzed articles.

In the calculation, keywords were identified by the WoS to represent the articles of the research
theme. The most frequent word is "process”, obtained 37 times, followed by the terms "internet” 36, and
"vulnerability" 33 times. In addition, terms that do not have a specific concept adhering to the research

theme were identified and discarded, words such as "study,"” "case," and "publication."
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To better understand the interaction of the critical expressions obtained by the clusters that
highlighted points of analysis alluding to cyber risks in the service sector, Figure 2 presents the terms
obtained by the visualization technique of the density of citations through each point (cluster).

Each point in the item density view has a corresponding color, which indicates the density of
the items at that point. By default, in the visualization, the relationship between the colors and the
distance of keywords indicates that the closer they are together, the stronger the relationship between
them. The size of the image represented in the cluster demonstrates its density, whereas the larger circle

reflects the representativeness of the item in the sample (Van Eck & Waltman, 2020).

Figure 2
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In figure 2, the red cluster conglomerates terms linked to mitigating factors that can characterize
threats in the cybernetic environment, such as activities and control performance, knowledge, and
cybersecurity that permeate an organization's processes, whether by identifying attacks, violations of
data, losses (financial, operational and reputational) or lack of knowledge.

Next, the blue cluster (figure 2) represents the studies dedicated to understanding cyber risk
using the Internet of Things. The terms "vulnerability” and "infrastructure” stand out, in which the

literature highlights attacks, damage, and subtraction of user information. Terms such as assessment,
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effectiveness, integrity, and resilience represent actions to face risks related to future and uncertain
events, requiring a more profound knowledge of the processes to manage them.

While the green cluster highlights the Internet of Things (loT) and Artificial Intelligence as
elements inserted in the cybernetic risk literature, the scenario brought by the green cluster is, in a way,
absorbed by the red cluster, highlighting factors such as incidents, change, knowledge, industry and
consequently, orders (purchases).In the researched literature, terms such as critical infrastructure,
communication, and security are also highlighted, linked to the information of customers (company or
individual) who carry out their technological transactions on the Internet. It is necessary to consider the
relevance of threats and risks in recent years, starting in 2018, with the increase in publications related
to recent discussion topics, as shown in Graph 1 and Figure 3.

Figure 3
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In Figure 3, analyzing the topics discussed from 2018 onwards, by the blue cluster, terms such
as vulnerability, tool, availability, change, and opportunity demonstrate the concern with cyber risks at
the organizational infrastructure as researchers began to turn their attention to these terms from that

period onwards, as shown in Graph 1.
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The yellow cluster represents more recent studies covering service companies concerning
artificial intelligence, a field of knowledge that has been studied and applied to the service sectors,
private or public, essential for the functioning of society and the economy, which confirms the statistics
obtained in this research area (Figure 1).

After exposing the types of publications, in addition to the most frequent and recent keywords
related to cyber risks in the service sector, the analysis of scientific production was increased to identify
the primary sources of impact, authors and the most relevant articles and collaboration in research

between countries on this topic.
4.3 Most Cited Articles

Applying Lotka's Law (Chueke & Amatucci, 2015), Table 3 shows the most cited publications
on Cyber Risk in the Services Sector. The most cited articles were published in the last five years,
reinforcing the relevance of scientific dissemination in the face of threats and attacks that companies
and individuals have faced. However, the sample may be tiny, given the financial and economic

relevance brought by cyber risks and attacks that occurred globally.
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Table 3

The most cited articles

No.

Title Authors Periodical Year
Quotes
Relationship between innovation . . -, . Journal of
239 capability, innovation type, and szjr?pathlrana, RP Jayani; Hui, Innovation & 2018
firm performance Knowledge
A Survey of loT-Enabled Stellios, loannis; IEEE
143 Cyberattacks: Assessing Attack Kotzanikolaou, Panayiotis Communicatio 2018
Paths to Critical Infrastructures Psarakis , Mihalis; Alcaraz , ns Surveys and
and Services Cristina; Lopez, Javier tutorials
New Generation Dasetof 107 Als2¢di Abdulah; Mustate,
90 . . Nour; Tari, Zahir; Mahmood,  IEEE Access 2020
and lloT for Data-Driven Intrusion .
. Abdun; Anwar, Adnan
Detection Systems
86 Cybersecurity in Distributed Li, Zhiyi; Shahidehpour, Proceedings of 2017
Power Systems Mohammad; Aminifar, Farrokh the IEEE
Adaptive Formation of Microgrids |EEE
75 with Mobile Emergency Resources Che, Liang; Shahidehpour, Transactions 2019
for Critical Service Restorationin  Mohammad
. Power Systems
Extreme Conditions
Ullah, Farhan; Naeem, Hamad,;
Cyber Security Threats Detection  Jabbar, Sohail; Khalid,
72 in Internet of Things Using Deep  Shehzad; Latif, Muhammad IEEE Access 2019
Learning Approach Ahsan; Al- Turjman, Fadi;
Mostarda, Leonardo
Data security and consumer trust Information
51 in FinTech innovation in Germany Stewart, Harrison; Juerjens, Jan Comp_uter 2018
Security
Sengupta, Sailik; Chowdhary,
_ e IEEE
. Ankur; Sabur, Abdulhakim; ..
A Survey of Moving Target . ) Communicatio
55 . Alshamrani, Adel; Huang, 2020
Defenses for Network Security s ; ns Surveys and
Dijiang; Kambhampati, .
tutorials
Subbarao
Cyber-analytics: Modeling factors . Decision
40 associated with healthcare data M_cLeod, Alexander; Dolezel, Support 2018
Diane
breaches Systems

Source: Research Data.

When considering the importance of the most cited articles in the scientific community, it is
essential to strike a balance between the recognition and validity of the study. The articles analyzed
(Table 3) converge in recognizing cyber risks and the importance of implementing adequate security
measures. The authors highlight the need to protect organizations and users from cyber threats to
preserve systems' confidentiality, integrity, and availability. In addition, three articles focus on the risks
associated with the Internet of Things (IoT), addressing the challenges faced in critical infrastructure
and home environments. The services sector is identified as an area of concern, emphasizing sectors

such as insurance, FinTech, and power distribution.
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While sharing associations, the papers differ regarding specific contexts and proposed
approaches. Each one addresses a particular context, such as innovation in insurance companies, loT
security, cybersecurity in distributed electrical systems, threat detection in 10T, consumer confidence in
FinTech, and data breach analysis in healthcare. This diversity of contexts reflects the breadth of
industries in which cyber risks are relevant. In addition, the papers present distinct approaches to address
cybersecurity challenges. This includes using intrusion detection systems, moving target defense, deep
learning techniques, and adaptive security measures. These different approaches highlight the need for
a comprehensive and adaptive approach to fight the ever-evolving cyber threats.

The remaining articles from the survey, not listed in Table 3, address the importance of
cybersecurity in specific sectors, such as healthcare, banking, e-commerce, and the oil and gas and
infrastructure, demonstrating a concern about protecting sensitive data and systems in these areas due
to the risks associated with potential security breaches. In addition, there are discussions about using
cyber insurance to manage risk, indicating organizations' recognition of the need to protect against
damage from cyber incidents. Another highlight is the Internet of Things (I0T), mentioned in several
articles, which brings security challenges due to the increasing interconnectivity of devices and systems
- this expands the attack surface and underscores the importance of adequately addressing cyber risks in
the context of 1oT. Additionally, common discussion points are the detection and prevention of cyber-
attacks such as botnets, ransomware, and command-and-control traffic, highlighting the need for
effective mechanisms to defend and protect against evolving threats.

An interesting feature to emphasize in these ten most cited articles is that at least seven are
signed by more than four authors, reaching eight in a single article. What can be inferred from this
sample is the fact that the topic of cyber risks in the service sector brings together a more significant
number of researchers due to the complexity and multiplicity of topics.

Itis also clear that IEEE Xplore stands out from other journals in terms of scientific and technical
publications centered on computer science and electronics. However, risk management also involves

other areas of knowledge, such as administration, economics, and sociology.
4.4 Most Cited Authors

Using the premises of Lotka's Law (Chueke & Amatucci, 2015), the most relevant authors of
the data sample obtained were identified. Among them, the ten most cited authors are shown in Table

4, followed by the quantity of the respective citations and the number of published articles.
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Table 4

Most cited authors

Author Number of citations No. Publications
Rajapathirana, RPJ 239 1
Hui, Y. 239 1
Shahidehpour, M 161 2
Stellios, 1. 144 2
Kotzanikolaou, P 144 2
Psarakis, M 143 1
Alcaraz, C 143 1
Lopez, J. 143 1
Li, Z. 86 1
Che, L 75 1

Source: Research Data.

With the results shown in Table 4, researchers have recently worked on the topic that covers
cyber risks in the service sector, considering that the sample showed an average of one publication for
the ten most cited authors.

Although the article "Relationship between innovation capability, innovation type, and firm
performance” by authors Rajapathirana & Hui (2018) received significant prominence via citations, this
article does not explore cyber risks in services in detail - it only highlights that cyber risks are a relevant
concern for the industry concerning innovation capability and performance of insurance firms.

The other authors' research areas are linked to the challenges and threats encountered in the
cyber environment and the services provided in this context. loannis Stellios focuses on Information
Security, covering topics such as encryption, intrusion detection, and protection of confidential
information. Panayiotis Kotzanikolaou focuses his analysis on Privacy, Encryption, and Critical
Infrastructures. Mihalis Psarakis explores Trusted Embedded Systems and Integrated Circuit Testing,
seeking to secure systems in medical devices, automobiles, and industrial equipment. Cristina Alcaraz
focuses on the Internet of Things (IoT) and IT Security. Javier Lopez focuses on IT Security broadly,
addressing topics such as cryptography, network security, and defense strategies. Zhiyi Li research
Power System Operations, Cybersecurity, and Smart Cities. Finally, Liang Che focuses on Power
System Operations and Control. It was possible to obtain the authors' respective research areas through
WoS (Web of Science), complementing the information obtained in the bibliometric study. The list of

the most cited authors can help guide researchers who wish to explore the cyber risk and services theme.
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4.5 Publications by Countries

By identifying the origin of articles published in a given research area, it is possible to obtain a
view of the geographic distribution of scientific production and identify the countries or institutions
leaders in cyber risks in the service sector. Researchers from the United States have been leading the
volume of publications, followed by the United Kingdom, Netherlands, Switzerland, and, in fifth
position, Mexico. Also, Table 5 shows the countries with the highest publications in the investigated

databases.

Table 5

Publications by Countries

Position Countries Number of publications
1 United States 43
2 United Kingdom 22
3 Netherlands, Switzerland 13
4 Germany 6
5 Mexico 3
7 Spain, Japan, Romania, and Ukraine 4
g China, Colombia, Croatia, France, India, South Korea, 3
Poland

Source: Research Data.

It is important to highlight that the set of 115 analyzed works was published in 17 countries by
researchers from 47 different nationalities - which can demonstrate the decentralized and pulverized
form in which the theme of cybernetic risks in services is found. However, due to the plurality of
countries and researchers, it is inferred that the subject has become a global concern, even with the
scarcity of publications.

The Cryptocurrency Crime Report, issued by ChainAnalisys (2021), revealed the ranking of
countries that have received the highest volumes of cryptocurrencies from illicit addresses based on the
analysis of the locations of service users. Among the first five positions in this assessment are the United
States and the United Kingdom, which may justify the leadership of these countries in publications

related to cyber risks in the service sector.
5 Discussion

The 115 identified publications have in common a focus on cyber risks and information security
in different contexts. Although each addresses specific aspects, most recognize the importance of

addressing cyber risks to protect assets, ensure customer trust, and promote innovation. In addition,
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most articles mention the Internet of Things (loT) as a field where cyber risks are especially relevant.
They point out that 10T devices in critical infrastructure and home environments can be entry points for
cyber-attacks, requiring appropriate security measures to protect data privacy and ensure system
integrity.

The involvement and importance of services sectors in the economy encompass infrastructure,
intensive business services in knowledge, manufacturing, and other sectors, as indicated in Figure 1.
These sectors provide essential services to society and are interconnected with others, playing a pivotal
role in economic development. However, the publications reinforce the understanding that the services
sector also faces cyber risks that can compromise efficiency, security, and reliability and negatively
affect the business operations of customers, suppliers, and the government. The publications are virtually
unanimous that adopting security measures and risk management strategies would strengthen the
resilience of these sectors and ensure the continuity of services provided.

One gap identified after reviewing the publications is the lack of models or guidelines that
consider cyber risks across different subsectors of the service sector, such as financial services,
healthcare, tourism, retail, and others. Based on the published work, a conceptual model was developed
as a starting point for addressing the emerging demands of the service sector. This model provides a
comprehensive framework (Figure 4) that effectively addresses the challenges faced to date while
striving to meet the needs identified in the trend line. It can even be extended to other sectors of the

economy beyond the services sector.
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Figure 4

Conceptual Model of Cyber Risks in Services

Capacity building and awareness
Conceptual M odel of Cyber Risksin Services »Educating users about cyber risks,
promoting a culture of cybersecurity, and
providing resource training to identify
threats, prevent fraud, and adopt reasonable
security practices.

IT Compliance M anagement

«Policies, processes, and management
structures that ensure an organization’s
cyber systems and data security and
compliance. This includes defining
responsibilities, managing risks, and
complying with regulations.

Vulnerabilities

Security Measures

*Measures and practices that mitigate
digital risks include firewalls, antivirus,
encryption, multi-factor authentication,
tailored intrusion detection systems,

regular backups, and cyber security
awareness.
Incident M anagement

* Detection, response and recovery from
cyber security incidents. This includes
quickly identifying threats, investigating
incidents, containing damage, and
implementing corrective actions.

Consequences Cyber Threats

Source: Elaborated by authors (2023)

This model proposes adopting a cyclical, continuous improvement approach to address these
three elements: vulnerabilities, cyber threats, and consequences. This involves identifying and assessing
existing vulnerabilities, developing and implementing appropriate security measures to mitigate the
identified threats, and constantly monitoring threats and consequences to adjust and improve security
practices continuously.

Capacity building and awareness: this model proposes capacity building and cyber risk
awareness at the core of cyber risk mitigation in the service sector. Based on the assumption that
enabling and training stakeholders (in addition to employees, customers, and suppliers) is critical to
strengthening a company's resilience to uncertainty and risk, training is aligned to develop relevant
skills, adapt to change, better use resources (systems and policies), and make decisions. From the works
reviewed in this study, examples include challenges related to e-commerce technology and business that
require knowledge-driven coping by users (Liu et al., 2022), knowledge development and training for
cybercrime investigators (Johnson et al., 2020), as well as training for machine learning models, 10T
security, and network traffic classification (Guan et al., 2021).

21 de 28 Rev. Ibero-Am. de Est. — RIAE
Iberoamerican Journal of Strategic Management - 1JSM
Séo Paulo, 22(1), p. 1-28, €23846, 2023



https://periodicos.uninove.br/index.php?journal=riae
https://periodicos.uninove.br/index.php?journal=riae
https://creativecommons.org/licenses/by-nc-sa/4.0/deed.pt_BR

> —>\

Revista Ibero-Americana de Estratégia
Iberoamerican Journal of Strategic Mandgement

Rossi, M. C., & Perez, G. (2023). Bibliometric analysis of publications on cyber
risks in the services sector

Section: Articles

Additionally, coupling capacity building with compliance in IT management, Sipior et al. (2021)
expound applying a "real world" case study to provide recommendations related to the IT operational
risks of an organization in its operations, financial reporting, and compliance.

IT Compliance Management: Defining responsibilities through investments in cyber insurance
to transfer some of the risks associated with potential breaches in the future (Bodin et al., 2018). Also,
Rifat et al., 2019, highlighted the importance of cyber risk management and ensuring compliance and
quality of e-services (taxes) in e-government. Additionally, compliance in IT management includes
leaders involved in transitional support, focused on improving governance and integration, and
transformational support, which involves fostering a new cultural mindset for cyber resilience (Loonam
etal., 2022).

Security Measures: cybersecurity plays a relevant part in the service sector. Implementing
security measures such as using advanced technologies and forming microgrids (Li et al., 2017; Che &
Shahidehpour, 2019) can help mitigate risks and ensure service continuity in disasters or cyber-attacks.
Consumer trust and service quality are essential factors in adopting innovations, such as the financial
technologies (Stewart & Jurjens, 2018). The articles highlight the need to invest in robust cybersecurity
measures and high-quality services to gain customer trust and promote wider adoption of technological
innovations - such as cloud computing which has gained buy-in from businesses due to its scalability,
stability, and high availability (Ouedraogo & Mouratidis, 2013; Akinrolabu et al., 2019; Torkura et al.,
2020).

Incident Management: regarding incident management, publications also emphasize the need
for innovative and adaptive approaches to cybersecurity, such as using intrusion detection systems
adapted for Industrial Internet of Things (110T) applications and Moving Target Defense (MTD)3. These
approaches aim to mitigate cyber risks by overcoming attackers' advantages and continuously adapting
to attacks (Bruger et al., 2019; Alsaedi et al., 2020; Sengupta et al., 2020).

The literature review and the bibliometric study allowed us to deepen the content
analysis of the publications in a way that could bring a model that not only represents and communicates
the concepts and relationships that involve cyber risk+s in the service sector but that makes them more

accessible, allowing a better understanding of the theme for the development of future research.
6 Final Remarks

By combining these two themes, cyber risks, and the service sector, it was possible to address
the specific challenges that arise when transacting through e-commerce and the threats to the

confidentiality and integrity of information. In addition, device security is also included, which involves

3 The central goal of MTD is to create a dynamic computing environment where key system elements
such as IP addresses, network ports, protocols, and configurations are constantly changed or masked.
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the risks associated with network-connected devices, whose publications have extensively discussed
loT.

Many services currently rely on loT devices to operate efficiently in the service sector. For
example, in healthcare, energy, and transportation industries, 10T plays a crucial role in monitoring and
controlling critical systems. Service companies can take appropriate security measures to protect their
systems and infrastructure from potential attacks by understanding the cyber risks associated with 10T
devices. This may involve implementing robust security practices such as strong authentication, data
encryption, and continuous monitoring of 10T devices.

In addition, publications have addressed concerns about the infrastructure environment, where
cyber risks are associated with the security and operation of critical infrastructure systems such as power
grids, transportation, water, healthcare, telecommunications, and other critical facilities. This covers the
vulnerabilities of these devices and a fraud-prone environment. This is because services developed in
the cyber environment involve processing and storing sensitive information, such as users' personal and
financial data, making them potential targets for cyber-attacks.

The timid number of publications may indicate that the topic of cyber risks has not received
attention from researchers in nearly 30 years. This may result from lower awareness of cyber risks in
earlier periods or a lack of academic interest in exploring the subject. The presence of many authors on
a topic with few publications suggests that cyber risk research involves an interdisciplinary approach.
This is because cyber risk is a complex area that encompasses technical, legal, ethical, social, and
behavioral aspects. Therefore, the collaboration of diverse experts may be necessary to understand the
challenges associated with this topic entirely.

Nevertheless, another point that contributes to this perspective that the theme of cyber risks is
not widely discussed or referenced in the scientific literature is the number of citations. This may result
from insufficient conceptual development, research, or a less consolidated theoretical base. Considering
the increasing relevance of cyber security, it can be inferred that cyber risks should draw more attention
from researchers. With the rapid evolution of technology and growing cyber threats, there is an
increasing need to explore and understand these risks in depth.

This study adopted as a criterion for elaborating the sample analyzed in the bibliometric study
the publications that contained the keywords "cyber risks™" and "services*" mentioned in the topic item
in the WoS. In this research, prominent publications were presented that can be explored in depth by
researchers in the service sector, especially cyber risks in the sectors highlighted in Figure 1, which can
be an interesting opportunity to expand empirical research considering the plurality of the theme of
services and considering that the greater the connectivity, the greater the company's subjection to cyber
risks.

The literature review conducted in this study ratified the scientific value of bibliometric studies

and the contributions to the field, considering that:
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(i) The research revealed the potential for exploring the topic, in which the areas of services and
their representativeness in research related to cyber risks were identified.

(ii) It enabled the conceptual organization of cyber risks and its core/focus of understanding
(Table 1).

(iii) Can identify emerging trends and clusters in service sector activities (Fig. 2 and 3).

(iv) Development of the conceptual model (Fig. 4) aims to be an initial framework, providing

input for future research and ongoing development in the services sector.

The findings are considered relevant for researchers who wish to delve into a particular service
activity in addition to other sectors of the economy. Moreover, this study sought to arouse the interest
of researchers from different areas, such as administration, technology, and sociology, going beyond

theoretical frameworks and focusing on application and operationalization in the organizational context.
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